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Cam pus network security and access authentication

HU Guangmmng KE Lixm
(Modem Infomation and Education Technology Centes ShanghaiOcean University Shanghai 201306, China)

Abstract As infomation technology is widely used in colleges and universities the security of nework on
canpus ismore and more inportant However in traditional campus network people always focus more on
the exit than the inner access A number of network security devices are set up at the exit of the network
such as firewall IDS Flow Contiol devices while the security of inner access is alvays being ignored
Aost 90 percent of canpus nework security affairs cane fran the campus Partial pamlysis of the network
happens quite ofter and the adm nistration of netwoiks becanes very passive In omder to change this
siluation to mitiative guard to decrease the number of security affairs on campus it is very necessary to
strengthen the control of access The technology of access authentication has a very significant effect on
maintaining the safety of canpus nework and also the technology of access authentication is very helpful to
mprove the digital construction in college
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telnet@iglron Router#sh arp 202,121,69,0 255,255,255.0
IP Address MAC Address Tupe

Rge
1 202,121.69.7 0014 ,2ab6.5719 0 2/4
2 202,121.,69,10 0014 ,2ab6,5719 0 2/4
3 202,121.,69.29 0014, 2ab6,5719 [+] 274
4 202,121.69.46 0014 ,2ab6,5719 0 2/4
5 202,121.69,63 0014, 2ab6,5719 0 2/4
6 202.121.69.67 0014, 2ab6,5719 0 2/4
7 202,121.69.79 0014 . 2ab6.5719 0 274
e 202,121.69.82 0016 .ec9a.684f 0 274
9 202,121.69.83 0014 ,2ab6,5719 0 2/4
10 202,121.69.84 0014 ,2ab6,5719 0 2/4
11 202,121.69.85 0014 ,2ab6,5719 0 274
12 202,121.69.89 0014 ,2ab6,5719 0 274
13 202,121.69,90 0014, 2ab6,5719 o] 2/4
14 202,121.69,91 0014 ,2ab6,5719 0 2/4
15 202,121.69.103 0014 ,2ab6.,5719 0 2/4
16 202,121,69,123 0014 ,2ab6,5719 0 274
17 202,121,69.133 0014 ,2ab6.,5719 0 2/4
18 202,121,69,134 0014, 2ab6,5719 0 2/4
19 202,121.69.135 0014 ,2ab6.5719 0 2/4
20 202,121.69,144 0014, 25b6 571! o] 2/4
21 202.121.69.146 0014 ,2ab6.5719 0 2/4
22 202,121.69,153 0014 ,2ab6.5719 0 2/4
23 202.121.69.155 0014 .2ab6.5719 o 2/4
Fig 1 ARP Attack Screenshot

telnet@Biglron Router{config-vlan—100)#
R¥ 172,19,2.,72 -»>219,163,45,97 UDP S=4053 D=80
R¥ 172,19.,2.72 -»219,163.45,97 UDP S=4062 D=80
R¥ 172,19.2.72 -»219,153.45.97 UDP S=4070 D=80
RX 172,19.2.72 -»219,153,45,97 UDP S=4078 D=80
RX 172,19.2,72 -»219,153,45,97 UDP S=4088 D=80
R¥ 172.,19.2.72 -»219,153.45.97 UDP $=4096 D=80
R¥ 202,121,74,110 ->58,212,36,59 TCP S$=4477 D=5143 uRprsf
RX 172,19.2.72 —->219.163.45.97  UDP S=4103 D=80
RX 172,19.2,72 -»219,153,45,97 UDP S=4104 D=80
RX 61,143,224,148 ->202,121,74,120 TCP S=21 D=1319 uAPrsf
-»219,153.45.97 UDP S=4105 D=80
-»219,153,45,97  UDP S=4106 D=80
—»219,153,45,97 UDP S=3685 D=80
-»>219,15632,45,97 UDP S=368¢ D=80
-»219.,153.45.97  UDP S=3687 D=80
->219,163,45,97 UDP S=3688 D=80
—>219,163,45,97 UDP S=3689 D=80
-»>219,163,45,97 UDP S=3690 D=80
->219,153,45,97  UDP S=3691 D=80
->219,153.,45,97 UDP S=3£92 D=80
->219,162.45,97 UDP S=3g92 D=80
->219,163.45.97  UDP S=3694 D=80
—>»219,153.,45,97 UDP S=3695 D=80
-»219,153,45,97 UDP S=3598 D=80
-»219,153.45.97 UDP S=3696¢ D=80
—»219,153,45,97 UDP S=3597 D=80
—->»219.153.45.97 UDP S=3599 D=80
—»219,153,45,97 UDP S=3700 D=80
-»>219,163,45,97 UDP S=3701 D=80
-»>219.,163.45.97 UDP S=3702 D=80
—»219.153.45.97 UDP S=3703 D=80
—>219,153,45,97 UDP S=3704 D=80
->219,162.45,97 UDP S=32705 D=80
-»219.153.45.97 UUDP S=3706 D=80

RX 172.19.2.72
RH 172.,19.2.72
RX 172,19.,2.72
R¥ 172,19,2.72
R¥ 172.19.2.72
RX 172,19.2.72
RX 172,19.2.72
R¥ 172,19,2,72
R¥ 172.19.2.72
R¥ 172.19.,2.72
R¥ 172.19.2.72
RX 172.,19.2.72
RH 172.,19.2.72
R¥ 172,19.,2,72
R¥ 172.19.2.72
R¥ 172,19,2.,72
R¥ 172.19.2.72
R¥ 172,19.2.72
R¥ 172,19,2,72
R¥ 172.19.2.72
R¥ 172.19.2.72
RX 172,19.2.72
R¥ 172.19.2.72
RX 172.19.2.72
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Fig 3 Schematic diagram of access authentication
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